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Fraud Inc. 
Online fraud is no longer the province of the gentl eman 
amateur, if it ever was. It’s a hard business, larg ely run by 
organised gangs. The response needs to be equally t ough �
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Gangs see  
online crime 

as good business 

For gangsters brought 
up on the high risks 
and high rewards of 
arms and drug 
smuggling, people 
trafficking and violent 
crime, Internet fraud 
offers a whole new 
range of possibilities. 

Organised crime 
gangs behave just like 
entrepreneurial 
businesses. They look 
at a portfolio of 
activities and allocate 
resources to give the 
best return with the 
least risk. For the 
criminal, online fraud, 
like counterfeiting,  is 
one of the two great 
business opportunities 
of the age. 

It’s quick and easy, 
hard to trace, highly 
scalable and very 
lucrative. Penalties are 
low and there will 
always be political 
pressure to focus 
police resources on 
more traditional and 
spectacular offences.  

This is an international 
business, and the 
traditional isolationism 
of the British criminal 
meant that a power 
vacuum was left as 
new opportunities for 
cross-border fraud 
opened up online. That 
power vacuum has 
been filled, quickly and 
ruthlessly, by gangs 
from Eastern Europe, 
Africa and even China.  
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Phishing is just the tip of the iceberg�
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Smarter   
scammers  

raise the stakes 

The emails used in 
phishing attacks and 
online cons used to be 
easy to spot – bad 
English, awful spelling 
and tired old tales 
about needing the help 
of a stranger just like 
you to transfer millions 
of dollars out of a 
particular country. 

Now the scams are 
smarter. Better-written 
stories make it harder 
to spot a bogus email. 
Slick wording cleverly 
avoids setting off the 
alarm bells. High 
quality emails bring 
tempting offers of job 
interviews, investment 
opportunities or loans 
and are linked to high 
quality cloned websites 
– with your own text 
and logos and hot links 
to genuine pages of 
your website to lend 
extra veracity. 

Sophisticated or 
simple, however, these 
scams all have two 
things in common. 
There are always 
people gullible enough 
to fall for them. And 
they all, invariably, end 
up causing problems 
for the business whose 
name is taken in vain. 

Envisional’s intelligent 
systems spot threats 
early, so you can act 
fast to limit the impact 
on your customers and 
the knock-on effects on 
your business. 



[page �� 6] 

����	�
����
��������������
�	�����������	��
������� ������������
��
�

 ���!"
��#�$������%�%&�������'�(#�$������%�%&������ �)��#�***+����	�
���+,
��

Getting ahead means planning ahead�
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Accidents will happen�

>�	!���� ���� �"�	�� �(������� �"����	�� ��� "�	� �
��� ���� � ��,
���	��� �"���

�"�� �����	�� 	�,����-� ��	1� �
� ��-� 
�����	���
�� ,
��	 � '�
�� ��	� 
*��

��!�
-��	+� "���������
'�
������'�����"�	�4��,"���� ���"��+��

������		� ��,"��	�� ���������� 	!��� ��,���	�� ��	������ ��� 	��
�������	�

���� ��*������� ������	� *
�1���� 
��� �
��,�� !���
�	� ,� �� ���� !
	��

!�
����	+� . � 	!�,����	�	� *���� 
'���� �	�� ��*	��
�!	� �
� ��	,�		�

��,"��,��� �		��	�� ��,������� �"
	�� ���
������ 	-	���� ����������� ����

To make the 
punishment 

fit the crime…  

Slowly, painfully, the 
world is waking up to 
the need for action to 
deal with the current 
epidemic of Internet 
fraud and intellectual 
property crime. 

In his 2006 pre-Budget 
speech, the UK’s 
Chancellor of the 
Exchequer, Gordon 
Brown, backed most of 
the recommendations 
of the Gowers Review 
of Intellectual Property. 
These included plans 
to increase jail terms 
for online copyright 
infringement from 2 to 
10 years and to make 
IP crime a recognised 
area for police action. 

But the most powerful 
new deterrent to online 
fraud in Britain is 
POCA, the Proceeds 
of Crime Act, in force 
since 2004.  

POCA allows the 
confiscation of a 
criminal’s wealth and 
assets. If an offender 
has a criminal lifestyle, 
it instructs the courts to 
assume that all assets 
acquired in the past six 
years were derived 
from crime and should 
be considered for 
confiscation.  

Compared with fixed 
fines and limited jail 
sentences, POCA 
provides the strongest 
possible hint that crime 
does not pay. 
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The intelligent approach�
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Playing the  
domain name  

 game can pay off 

Monitoring new domain 
registrations is a 
powerful way of 
identifying imminent 
threats. But working 
out which sites are 
most likely to pose a 
problem isn’t always 
easy – particularly 
when there may be 
hundreds of perfectly 
legitimate domain 
names using words 
that form part of  
your business or  
brand names. 

Of course, the domain 
name itself may give 
you an idea. It helps, 
too, if you know (as 
Envisional does) which 
specific domain name 
registrars have a track 
record of being 
implicated in setting up 
fraudulent websites.  

And if you’ve got the 
time and the people  
– or the right kind of 
automated, intelligent 
technology – you can 
keep an eye on 
suspicious sites to 
monitor text, images 
and hidden information 
for further clues. 

Envisional’s intelligent 
monitoring services 
automatically detect 
suspicious site 
registrations and 
assess the nature and 
severity of the potential 
threats – from boycott 
and protest site activity 
to systematic fraud and 
other online crime.  
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Your problem solved�
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Contact us 

 
Envisional Ltd 

Betjeman House 

104 Hills Road 

Cambridge 

CB2 1LQ 

 
 

Telephone 

+44 (0)1223 372400 

 
 

Email    

enquiry@envisional.com  

 
 

Web 

www.envisional.com  
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